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1. Introduction

As cryptography begins to see wide gpplication and acceptance, one thing is increasingly clear:
if it is going to be as effective as the underlying technology alows it to be, there must be
interoperable sandards.  Even though vendors may agree on the basic cryptographic
techniques, compatibility between implementations is by no means guaranteed. Interoperability
requires strict adherence to agreed- upon standards.

Towards that goal, RSA Laboratories has developed, in cooperation with representatives of
indugtry, academia and government, a family of standards called Public-Key Cryptography
Standards, or PKCS for short.

PKCS is offered by RSA Laboratories to developers of computer systems employing public-
key and related technology. It is RSA Laboratories intention to improve and refine the
gandardsin conjunction with computer system developers, with the goa of producing standards
that most if not all developers adopt.

Therole of RSA Laboratoriesin the standards-making process is four-fold:
1. Publish carefully written documents describing the standards.

2. Salicit opinions and advice from developers and users on useful or necessary
changes and extensions.

3. Publish revised standards when agppropriate.
4, Provide implementation guides and/or reference implementations.

During the process of PKCS development, RSA Laboratories retains find authority on each
document, though input from reviewersis clearly influentia. However, RSA Laboratories god
is to accelerate the development of formal standards, not to compete with such work. Thus,
when a PKCS document is accepted as a base document for a forma standard, RSA
Laboratories rdinquishes its “ownership” of the document, giving way to the open sandards
development process. RSA Laboratories may continue to develop related documents, of
course, under the terms described above.

PKCS documents and information ae available online a
http://ww.rsasecurity.con rsal abs/ PKCS/. There is an dectronic
maling lid, “cryptoki”, a rsasecurity.com gsecficdly for discusson and
devdopment of PKCS #11 To subscribe to this list, send emal to
maj or dono@r sasecurity. comwith the line “subscri be cryptoki” inthe
message body. To unsubscribe, send e-mall tonaj or donmo@r sasecuri ty. comwith
theline“unsubscri be crypt oki ” inthe message body.
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Comments on the PKCS documents, requests to register extensons to the standards, and
suggestions for additional standards are welcomed. Address correspondence to:

PKCS Editor

RSA Laboratories

20 Crosby Drive

Bedford, MA 01730 USA
pkcs-editor@sasecurity.com

http://ww. rsasecurity. conirsal abs/ PKCS/

It would be difficult to enumerate al the people and organizations who helped to produce
PKCS#11. RSA Laboratoriesis grateful to each and every one of them. Specid thanks go to
Bruno Couillard of Chrysdis-ITS and John Centafont of NSA for the many hours they spent
writing up parts of this document.

For Verson 1.0, PKCS #11's document editor was Aram Pérez of International Computer
Services, under contract to RSA Laboratories; the project coordinator was Burt Kaliski of
RSA Laboratories. For Verson 2.01, Ray Sidney served as document editor and project
coordinator. Matthew Wood of Intel was document editor and project coordinator for Verson
2.10 and Version 2.11.

2. Scope

This sandard specifies an gpplication programming interface (API), cadled “Cryptoki,” to
devices which hold cryptographic information and perform cryptographic functions. Cryptoki,
pronounced “crypto-key” and short for “cryptographic token interface” follows a smple
obj ect-based approach, addressing the goals of technology independence (any kind of device)
and resource sharing (multiple gpplications accessng multiple devices), presenting to
applications acommon, logica view of the device caled a* cryptographic token”.

This document specifies the data types and functions available to an gpplication requiring
cryptographic services using the ANSI C programming language. These data types and
functions will typicaly be provided via C header files by the supplier of a Cryptoki library.
Generic ANSI C header files for Cryptoki are available from the PKCS Web page. This
document and up-to-date erratafor Cryptoki will also be available from the same place.

Additional documents may provide a generic, language-independent Cryptoki interface and/or
bindings between Cryptoki and other programming languages.

Cryptoki isolates an gpplication from the details of the cryptographic device. The gpplication
does not have to change to interface to a different type of device or to run in a different
environment; thus, the application is portable. How Cryptoki provides this isolation is beyond
the scope of this document, athough some conventions for the support of multiple types of
device will be addressed here and possibly in a separate document.
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A number of cryptographic mechanisms (dgorithms) are supported in this verson. In addition,
new mechanisms can be added later without changing the generd interface. It is possible that
additiond mechanisms will be published from time to time in separate documents, it is aso
posshble for token vendors to define their own mechaniams (athough, for the 